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While Cathexis has made every effort to ensure the accuracy of this document, there is no guarantee of
accuracy, neither explicit nor implied. Specifications are subject to change without notice.

Cathexis makes a best attempt to ensure that the equipment and license requirements of the 3™-party
equipment are adequately specified. However, it is possible that the requirements of the 3™-party
equipment may change over time, including the interface hardware/firmware and licensing. The reader
is urged to clarify the latest requirements directly with the third-party equipment supplier.
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1. Introduction

A CathexisVision plugin has been developed for use within the Gallagher Command Centre software which
will allow CathexisVision cameras to be streamed (live and review) from within the Gallagher GUI. This
document will detail the steps to configure and operate the integration.

In this REST API integration, CathexisVision sends video and event information to Gallagher for viewing in the
Gallagher Command Centre. For a guide on the Gallagher access control solution’s integration with
CathexisVision (a SDK integration), please refer to the CathexisVision Gallagher Integration App-note. In
that integration, CathexisVision receives event information from Gallagher for viewing in CathexisVision.

1.1 Requirements

This integration works by licensing the CathexisVision NVR with a Gallagher plugin license, and installing the
Gallagher Plugin application on the same unit that is running the Gallagher Command Centre Software.

1.1.1 Cathexis Requirements

e CathexisVision 2021.2 and later.

e Gallagher Plugin License (CGPL-2000) applied only to the site server on which the Gallagher Event
Injector integration is configured.

e Gallagher Plugin application ver. 1.

Note: Without the above plugin license, a notification will be shown in the Gallagher Command Centre
indicating an unlicensed NVR.

1.1.2 Gallagher Requirements

e This integration was tested using the Gallagher Command Centre version 8.20.

e This integration also works with Gallagher Command Centre version 8.80.
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2. Install and Configure Software

2.1 CathexisVision

2.1.1 Install

If not already installed, follow the CathexisVision installation instructions that can be found in the relevant
versions of the CathexisVision Setup Manual or the CathexisVision QuickStart Guide.

2.1.2 Configure

Ensure that the Gallagher Plugin license (CGPL-2000) is applied to all site CathexisVision NVRs.

Without this license, the Gallagher Command
Centre will show a notification indicating an
unlicensed NVR.

The NVR doesas not have the
Gallagher plugin license

2.2 Cathexis Plugin

Download and install the Cathexis Plugin (ver. 1) on the unit that is running the Gallagher Command Centre
software. The plugin can be downloaded on the Cathexis website: https://cathexisvideo.com/technology-

partners/integration/gallagher-plugin/

Once downloaded, run the setup file and follow the Installation Wizard.
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3. Gallagher Command Centre Software

3.1 Install

Install the Gallagher Command Centre Software.

Note: This is a basic guide to configuring the Gallagher Command Centre for connection with CathexisVision.
For more details on the configuration and functionality of the Gallagher product, please consult the software
manufacturer for more details and instruction.

3.2 Configure Users

In order to configure a connection between CathexisVision and the Gallagher Command Centre software,
users with relevant permissions must be configured in Gallagher Command Centre.

1. Open Gallagher Command Centre software and navigate to Administration / Operator Groups and select
the Privileges tab in the window that opens.

2. Click Assign Privileges button to modify privileges for the desired operator.

Select all desired privileges.

Search:

Hame = [Type zamnn Note: At least one operator must have the
W Adjust DVR PTZ controls Monitor Alter the Pan, Tilt and Zoom of DVR ca...  * .

Bulk Change Cardholder Access  Define and execute bulk changes ablllty to add DVR SyStemS and DVR
N Cenfigure Evacuation Report Configure Create, edit and delete Evacuation repor... Ca meraS, as thIS |S reqUIred to Conflgu re
¥| Configure Site Configure Create, edit and delete Archives, Calend... Connect|0n Wlth CathEXISVISIon (below)

Configure Time Report Configure Create, edit and delete Time reports (Co...

De-Authorise Cardholder Cardholder Access  De-Authorise Cardholders (Command C...

Edit Access Groups Cardholder Access  Create, edit, and delete Access Groups

Edit Guard Tours Configure Create, edit and delete Guard Tours

Edit Lockers Configure Create, edit and delete Lockers and Lock...

r

Add Se\ectionl Cancel

3.3 Add CathexisVision Server

Once the Gallagher Command Centre and the Cathexis Plugin applications are installed, the Gallagher
Command Centre must be configured to connect to the CathexisVision server by adding the CathexisVision
server to the Gallagher Command Centre.

Note: Ensure that the operator performing this configuration has been given permission within the Gallagher
Command Centre to add DVR systems.

005-202011060-280 Rev 03 4 September 2023 5



@S-/ cathexisvideo.com

3.3.1 Configuration Client

G In Command Centre, select Configuration Client on the right-hand side of the window.

|

@ Gallagher Configuration Client - Cathexis Techneologies Demo - X
File Monitor Manage Repert Wizards Configure Window Help
System view: Admin Operator
Admin Operator on MIABULO-WIN1( 3/14/2019 11:37 AM

@ Gallagher Configuration Client - Cathexis Technologies Demo

In the client that opens, select the Configure menu.
File Monitor Manage Report Wizards Window Help P ! g

m. Elevator Cars

felt External Systems || Select External Systems from the drop-down menu.
Salto

E°h External Systems — et

In the External Systems window, right-click
anywhere / New / DVR System.

MNew... [B Edemnal System Server

E;':Eteh - [<5 DVRSystem Note: Ensure that the operator has been given
S # DVRCamera permissions to add DVRs within the Gallagher
Copy £ External System

S External System It Command Centre or this option will be greyed out.
ernal system Item

3.3.2 DVR Setup

In the window that opens, enter the details for the CathexisVision server from which Gallagher Command
Centre will receive streamed video.

3.3.2.1 General Tab

DVR System 1 - Properties In the General tab, give the DVR a name and description.

General -~
o Item Type: DVR System
Event Response = vp! ¥

Alarm Instructions Mame:

Status and Overrides

Alarm Transmission FEorime

API Setup

Configuration Division: £ Root Division
DVR Setup

Cameras Created: 2/18/2019 1:38:40 FM
Icons Last Modified:

Motes

Modified by: FJ_ Admin Operator
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3.3.2.2 API Setup
Ensure that the Unique radio button is

General Connections I d

Event Response Controller: - Mone Selected - » Se eCte .

Alarm Instructions

Status and Overrides Server: -- None Selected -- v

s Under the Identity heading, enter a unique
—————————— Identity . . 3 . A .

confiaureton identity string in the “Unique” field. For

DVR Setup (®) Unigue: Cathexis Identity

Cameres S example, Cathexis Identity.

Icons
Motes

OK Cancel Apply
3.3.2.3 DVR Setup Tab
Catheis DVR - Properties Add the details of the CathexisVision DVR
General DVR Setup PC system
Event Response Mame/IP Address: |15'2.WEE 15.51 |
Alarm Instructions Ussmame: |admin |
Sl e , Enter the IP address and login credentials for
Alarm Transmission Pa 4 | | . L. .
APL Setup B ek the CathexisVision Site Master server.
Configuration
DVR Setup Viewing Windows
Cameras PN = <! Under Viewing Windows, ensure
o Live: | CathersVison ¥ CathexisVision is selected for both Stored
Open a new window for each view .
and Live.
Click Apply to save these settings.
3.4 Add DVR Cameras

Once the connection between the Gallagher Command Centre and the CathexisVision server has been
configured, details for the camera running in CathexisVision must be entered in order to allow streaming in
the Gallagher Command Centre software.

3.4.1 Add a DVR Camera

Open the Gallagher Configuration Client and once again navigate to External Systems (see 3.3.1).

| MNew... [A Edernal System Server
Delete W DVR Svstern In External Systems, right-click anywhere and select New
. VR Sys
Mhﬂ DVR Camera / DVR Camera.
Copy Bod  External System
1 External Systemn ltem
—_—
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3.4.2 DVR Camera Setup

In the window that opens, enter the details for the camera running in CathexisVision.

3.4.2.1 General Tab

s a’_‘; Item Type: DVR Camera Give the camera a name and description for reference
within the Gallagher Command Centre software.
Mame: | Pelco FTZ
Description: |
Division: ;J"LJ Root Division

3.4.2.2 Setup Tab

Z - Properties In the Setup tab, select the

General DVR System: %3 Cathexis DVR CathexisVision DVR system that
Event Response Identification: | 76 was added in 3.3.
Alarm Instructions
Status and Overrides AEEEEATTE -- None Selected -- .

o Then enter the internal camera ID
Alarm Transmission Configuration .
Setup for the camera running on the
Trigger — Outputs CathexisVision software. See below

for locating this ID.

CathexisVision Camera ID

The list of cameras running on the CathexisVision server can be pulled through from any web
browser. Note: It is recommended that Chrome is used, and the JSONview extension is installed in
order to render the text readable.

In the browser, enter the following into
192.168.23.150:33104/cameras X
O 12 camerE + the address bar:
&« C (@ Notsecure | 192.168.33.150:33104/cameras

http://nvr _ip address:33104/cameras

- cameras: [

- PR (Where nvr_ip_address is the IP
id: »
name: "Front Camera”, address of the CathexisVision server.)

audio_access: "1",

server_internal_ip: "192.168.33.158",
server camera id: "105", Take note of the ID of the relevant

user_assigned_id: "9", camera and enter it into Gallagher

online: "17,
. . Command Centre software.
- live_feeds: [

-1
uri: “"live?eoel_slffessc”,
description: "Feesd 17,
resolution: "2848x2@48",
format: "H264",
}
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3.5 Set the DVR Camera to Stream

2 Alarm Viewer
Alarm Viewer

Monitor Site Viewer
A Monitor Site Viewer 1

Tile Toolbox [ - |

Access Decision

Broadcast Notification

Camera

Cardholder Competencies

= Cardholder Details

\ Cardholder Expiries
Cardholder History

Cardholder Images

Cardholdler Notes

Event Trail

Guard Tour

Operator Sessions

Site Plan

Status

Tag Baard

URL Tile

P — l[ CopyViewer || Deleteviewer || peverttossed | save | [Wark in full screen config view|
LY Admin Operator |

1. Add the Monitor
site viewer

Open the Gallagher Command Centre Software.

Navigate to Viewer Configuration at the top-right of the screen.

3.5.1 Adding a Viewer

If it has not already been configured, a Viewer may be added by clicking New Viewer at the bottom left of
the screen.

3.5.2 Add a Camera

From the Title Toolbox, click Camera and drag it to the centre panel.

3.5.3 Configure Camera

Once the camera has been dragged onto the panel, the camera type must be selected. To do this, click
Configure.

1. Give the camera descriptive name.

2. Select whether to show/hide title Genera

Title: Camera

headers and camera controls. & Show Tile Header

| Show Camera Controls

3. Select the camera source:

Source
o SPECiﬁC camera: Select a SpeCiﬁC @ Specific Camera: Please select a camera
camera from a list. Operator Selected  gearch; Division filt
o Operator selected: Allow operators Name 4 Descripti
. . Abus PTZ
to select the camera when viewing u
Avtech
the camera.
Aortech 2812
4. The user may also arrange the cameras Dahua ANPR

as desired at this point.

5. Once done configuring the cameras, save the settings and restart the software.
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3.6 Stream the Camera

Open Gallagher Command Centre and navigate to Cameras where all added cameras will be displayed.
Multiple cameras may also be streamed simultaneously.

60 Select the live feed _ O % If the selected camera has multiple streams, a popup will prompt
the user to select the desired stream.

Feed 4 [1320x1080 - H264] ~

3.6.1 Operator-selected Camera
If the option for the operator to select the camera was chosen during setup, use the Find Camera button

to return all configured cameras and select the desired camera for streaming.

To remove the selected camera, click Clear.

3.6.2 Set a Live Feed or Review Track to Stream Automatically

It is possible to set a live feed to stream automatically on opening the Gallagher software.

Navigate to DVR Camera setup (see 3.4.2.2).

UNV - Properties To set a live feed permanently, enter the
General DVR System: |8 Cathexis DVR System 1 CameralD:LiveFeed values in the
SventResponse Identfication: [ 106.0.1 | Identification textbox.
Alarm Instructions
Status and Overrides Access Zone: -- Mone Selected -- ~ .

. To set a review track permanently, enter

Alarm Transmission Configuration
Setup the CameralD:LiveFeed:ReviewTrack values

Trigger — Outputs
Trigger —- Events
Reflected Outputs

Cameras

in the Identification text box.

Icons

Notes Then click Apply.

Note: The values entered in the Identification textbox are “CameralD:LiveFeed:ReviewTrack”.
An example of this would be “106:0:1".

The LiveFeed:ReviewTrack selection starts at zero, and the values are optional. See example below.
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3.6.2.1 Example

152.168.33.212:33104/ cameras b3

« C

JSON Raw Data

Headers

+

& 192.168.33.212:33104/cameras

Save Copy Collapse All Expand All| T Filter JSON

¥ cameras:
v a:

id:
name :
audio_access:
can_hide_privacy_zones:
ip:
server_internal_ip:
server_name:
server_camera_id:
user_assigned_id:

online:

4

live_feeds:

- a:
uri:
description:
resolution:
Format:

1

b2

w review_tracks:

-
uri:
description:
local_start_time:
local_end_time:
start_time:
end_time:
status:

w track_id:

database_id:

"UNv "

wqn

wyn
"192.188.3.78"
*192.168.33.212"
"LWAZI-MTEE-VM"
rlee

wyn

wyn

"live@801_alfepoe4"
"Feed 1"

"728x576"

"H264"

L3

L3

"review?@eal_s988998b"

“Track 1"

"2821-12-83T88:25:81+82: 88"

"2821-12-@3T8E:47:13+82 88"

"2821-12-82722:85:81Z"

"2821-12-83T86:47:132"

"Recording”

"t_video_619¥9618-e8@8-4c2F-8c7c- 1de3bddbfBed_default™
"db-e8f@-61l9F0e@5-test"

3.6.3 Camera Controls

3.6.3.1 PTZ

In the image on the left, the
CameralD:LiveFeed:ReviewTrack values
are highlighted.

CameralD - blue
LiveFeed — yellow
ReviewTrack — green

Once the camera is streaming, PTZ controls and presets can be displayed by hovering the mouse over

the stream.

3.6.3.2 Review Recorded Footage

1. Go to recorded footage

005-202011060-280 Rev 03

2. Select the Time to stream from

212019 1507 14

. February 2015

Sun Mon Tue Wied Thi Fr
% 0 5

4 5 & 7

112 13w

B 19 @ A

#onow omonm

i 4 5 6 7

Play

4 September 2023

To review recorded footage,
click the recorded footage (if
there is recorded footage it will
be located under the trackbar)
and select the review time in
the popup window.

is not
the
software will stream footage

If the selected time

available for review,

which is as close as possible in
time to the requested footage.

11



CATH EXIS cathexisvideo.com

4. Gallagher Event Injector Setup

4.1 Setup

1. In the main setup, go to Configure / Services & workstations.

° Gallagher Configuration Client - Cathexis Technologies Demo P X
File Monitor Manage Report Wizards | Configure | Window Help
Il Card Types sm view: OperatorGroup AlPrvie .. (13

¥ Personal Data Fields
stations master | e

\UABULO-WINTI 3/3/2020 8:04 AM

Displays the Services and Work

Enrolment Templates
Photo ID

Competencies

- Lones
B Notification Filters
#| Day Categories
Schedules
Receptions

Calendars

o

|
ﬁ Alarm Zones
@ Action Plans
W) Alarm Instructions

7 Insertion Tags
% Guard Tours
Ifi Site Plans

1 Interlock Groups
.

Doors

Elevator Cars
£D External Systems
Salto
4 Logic Blocks
€} Universal Card Formats
E] Device Software
d- Services & Workstations
(& Licensing Groups

2. Then add a new Rest Client by right clicking / new / Rest Client.

3. Rename the Rest client.

File Monitor Manage Report Wizards Configure Window Help

REST Client 3 - Properties X |
General
— - {} Item Type: REST Clent
Event Response
Alarm Instructions Name: REST Chent 3] |
AP Key |
IP Filtering Descaription
Icons ‘
Notes Division: & Root Division |
Created 3/3/2020 8:05:13 AM
Last Modified:

Modified by £] System Operator

e
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4. Next, go to the API key (it will be needed later). The thumbprint will be added later, so that
CathexisVision can communicate with this Rest client.

REST Client 3 - Properties X

General API Key:

Event Response [ T - T w—
ey S5ECE-06C5-F1AF-4022-0A89-C44E-A430-1E96
N’IKEV— REST Client Operator:

IP Filtering ; -

Soons | Name

Notes

Cient Certificate Thumbprint:

Refresh Operator privieges REST privieges are cached and will not
..l automatically update when an operator’s

privieges change. Be aware that refreshing
operator privieges will nterrupt any calls that
are in progress,

Coc 10 ot | ooy ]

5. Add a cardholder (a cardholder must be added to every Rest Client. Click on Cardholder. Add the
operator. Hit Apply, and close.

@ Gallagher Configuration Client - Cathexis Technologies Demo
File Monitor @ Report Wizards Configure Window Help
[é] Cardholders ] Sy
Displays the Car¢ f8 Access Groups System Operator o1

n Operator Groups
&~ Operator Privileges

Al Cardholder

FntName Last Name Descrption Created Last Modfied Last Modfied B
11820199234 System Operats

4] System Opera The system operato.. 912720192535 9/12/201925.  System Operatc

{ Drag the Operator into the Rest Client.

APl Key:
‘ S5ECE-06C5-F1AF-4022-0AB9-C44E-A430-1E96

REST Client Operator:

Name
A Operator

Chent Certificate Thumbprint:

005-202011060-280 Rev 03 4 September 2023
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3. Next, go back into the Rest client. If desired, enable IP filtering.

File Monitor Manage Report Wizards Configure Window Help

REST Chent 3 - Properties X
General [[]Enable 1 Fitering
Event Response
Alarm Instructions
AP1 Key
IP Filtering
Icons
Notes Enter a comma-separated list of IPv4 or IPv6 network prefixes using CIDR
. notation to restrict chent connections to this subnet, Examples:
192.168.100/24
21DA:D3::/48
i1, 127.0.0.1
[ ] coe

4.2 Create a Certificate

In order to gain permission to access the Gallagher software, it is necessary to create a certificate.

1. Bring up run window (Windows + R key) and type Powershell.

Run X

Type the name of a program, folder, document, or Intemet
resource, and Windows will open it for you

Qpen PowerShell

Cancel Browse...

2. Type a command to create a certificate in windows, give it a name: New-SelfSignedCertificate -
certstorelocation cert:\currentuser\my -dnsname GallagherRestClientCert3.

The first part of the command is a constant, while the end part, in this instance
GallagherRestClientCert3, is the name and can be adjusted as desired.

EN Select Windows PowerShell

\indows PowerShel |
opyright (C) Microsoft Corporation. All rights reserved.

'y the new cross-platform PowerShell https://aka.ms/pscoreb

currentuser\my GallagherRestClientCert3

S C:\Users\Test> New-SelfSignedCertificate cert:
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3. Hit Enter. A thumbprint will appear.
EN Select Windows PowerShell = o %

windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscoreb

PS C:\Users\Test> New-SelfSignedCertificate cert:\currentuser\my

PSParentPath: Microsoft.PowerShell.Security\Certificate: :CurrentUser\my

Subject
AOB2CCSEFD064B1ES91BE7E6393A53D2168DDAC8 CN=GallagherRestClientCert3

PS C:\Users\Test>

GallagherRestClientCert3

4. Copy the thumbprint onto the Rest client. (Double-click on Rest Client / Client Certificate Thumbprint

/ Paste.)
REST Client 3 - Properties X
General API Key:

Event Response

5ECE-06C5-F 1AF-4022-0A89-C44E-A430-1E96

Alarm Instructions
APl Key

> REST Chent Operator
IP Filtering
Icons Name
Notes 4] Operator
Chent Certificate Thumbprint:

JCC5EFD064B1E591BE7E6393A53D2168DDACH

privieges REST privieges are cached and will not

Refresh Operator automabcally update when an operator's
privieges change. Be aware that refreshing
operator privieges will nterrupt any calls that
are in progress,

=

5. Go to the Run window and type MMC. A prompt will appear.

Best match
| mmc
Search the web
mmc
£ mmc- se : >
7 oOpen

Run as administrator

Open file location
£ mmd

005-202011060-280 Rev 03 4 September 2023
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6. Go to file. Then go to add/remove snap ins.

i Console! - [Console Root]
| File Action View Favorites Window He

New CtrieN
Ctrl-0
Ctri+S
- N
1 CAUsers\...\Consoled.msc
2 devmgmt.msc
3 G\Users\..\Console3.msc
4 C:\Users\...\Console2.msc
Exit

7. Ensure that certificate snap-in is set to current user.

Certificates snap-in

This snap-n will always manage cerficates for:
(@ My user account

(O Service accourt

(O Computer account

8. Double-click on certificate.

You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ns. For
extensible snap-ins, you can configure which extensions are enabled.

i Console! - [Console Root]
i File Action View Favorites Window Help
=% m 5 Hm

_ Console Root
(@ Certificates - Current User

Name
(o) Certificates - Current User

Selected snap-ns:
A [ Console Roat Edit Extensions...
Remove
Mave Lp
Mo Down
Add >
v Advanced...
C
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

o] o

005-202011060-280 Rev 03 4 September 2023
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9. Go to New. Certificates will appear. Go to Personal.

& Console! - [Console Root\Centificates - Current User]
BB File Action View Favorites Window Help

e 2molcE Hm
] Console Root
5 Ll Certificates - Current User

Logical Store Name

. Trusted Root Certification Authorities

_ Enterprise Trust

" Intermediate Certification Authcrities
7 Active Directory User Object

1 Trusted Publishers
| Untrusted Certificates

" Third-Party Root Certification Authorities

. Trusted People

 Client Authentication lssuers

| Other People

_ Local NonRemovable Certificates

] MSiEHistoryJournal

| Cetificate Enroliment Requests

| Smart Card Trusted Roots

10. The Gallagher certificate will display.

‘ Consolel - [Console Root\Certificates - Current User\Personal\Certificates)

@ File Action View Favorites Window Help

e am 4% XEE Hm

. Console Root
v [ Certificates - Current User
v | Personal
| Certificates
» (] Trusted Root Certification Authorities
» | Enterprise Trust
» || Intermediate Certification Authonities
» (] Active Directory User Object
» (] Trusted Publishers
» [ Untrusted Certificates
5> [] Third-Party Root Certification Authorities
» ] Trusted People
> [ Client Authentication Issuers
> || Other People
» ] Local NonRemovable Certificates
» ] MSIEHistoryJournal
s [Z] Centificate Enollment Requests
» [) Smart Card Trusted Roots

11. All tasks / Export...

A

Issued To Issued By
2, CommandCentreClient CommandCentreClient
2.1 GallagherRestClientCert GallagherRestClientCert
2. GallagherRestClientCert GallagherRestClientCert
2. GallagherRestClientCert2 GallagherRestClientCert2
2. GallagherRestClientCert2 GallagherRestClientCert2
2, njabulo-win10-codesign-20181... njabulo-win10-codesign-2018101...
2 njabulo-win10-codesign-20181... njabulo-win10-codesign-2018101...
2. njabulo-win10-codesign-20181... njabulo-win10-codesign-2018101...
2,] njabulo-win10-codesign-20181... njabulo-win10-codesign-2018101...
2, njabulo-win10-codesign-20181... njabulo-win10-codesign-2018112...
22 njabulo-win10-codesign-20190... njabulo-win10-codesign-2019011...
23 njabulo-win10-codesign-20190... njabulo-win10-codesign-2019011...
22 njabulo-win10-codesign-20190... njabulo-win10-codesign-2019040...
2. njabulo-win10-codesign-20190... njabulo-win10-codesign-2019091...
2, njabulo-win10-codesign-20190... njabulo-win10-codesign-2019091...
2a njabulo-win10-codesign-201%0... njabulo-win10-codesign-2019091...
22Injabulo-win10-codesign-20190... njabulo-win10-codesign-2019091...

Request Certificate with New Key...

Renew Certificate with New Key...

>

Advanced Operations

| MiTsks > Open
Cut
Copy
Delete
Properties
Help

005-202011060-280 Rev 03
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Expiration Date
10/17/2048
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212021
2/12/2021
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17172040
1172080
1/1/2040
17172040
1172040
17172040
17172040
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12. Enter the certificate export wizard. Click Next.

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
ksts from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contans information used to protect data or to establish secure network
connections. A certficate store is the system area where certificates are kept.

To continue, dick Next.

13. Click Yes to export the primary key, and leave other details as default.

€ 4r Centificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
®) Yes, export the private key
(O o, do not export the private key

14. Add a password. Click Next.

Security

To maintain security, you must protect the private key to a security princpal or by
using a password.

Growp or user names (recommended

ana
Remose

4 Pamard:

[ "eann

Confm password:

{-ool

Encrypton: | TripleDES-SHAL v

[ ] | Conc

005-202011060-280 Rev 03 4 September 2023
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15. Add a filename. For example, Cert 3.

& 4 Centificate Export Wizard

File to Export
Spedfy the name of the file you want to export

Fle name:

16. By default, the certificate saves to Windows, system 32 folder. Copy and paste it onto the desktop for

easy access and save the Console fi
running.

le. Copy the certificate onto the computer where the software is

I3 v v Search Tools  cert3 - Search Results in System32
“ Home Share View Search
. Current folder p B kind ~ © Recent searches ~
|l ’
s All subfolders e LSRN -| Advanced options ~
This == Date Openfile  Close
PC A Searchagainin®  modified > ol Other properties = n Save search location  search
Location Refine Options

. « 4 [ > Search Results in System32 » v ® cen3

Your searches might be slow because the index is not running. Click to turn on the index...

. Cert3.pfx
— C:\Windows\System32

# Quick access

I Desktop ’
& Downloads L4
= Documents *
& Pictures ’
=2 K\ s

4.3 Set Up External System

1. Go to New... / External system item
it an identification, and click Apply.

Date modified: 3/3/2020 8:11 AM
Size 256 KB

Item

. Give the external item a name. Add a description. Go to Setup, give

005-202011060-280 Rev 03

New... [B  External System Server e B‘ P Type: B S
Delete 3 Event Response
B3 DVR System Alarm Instructions .
Refresh List ~ ¥ Name: [ External System Item 2
—_— | #) DVRCamera Status and Overrides
Copy E:}l External System Alarm Transmission Description:
External em Item s
K el oo e (S >
Trigger —Events
Refiected Outputs Created: 3/3/2020 8:56:28 AM
Cameras Last Modified;
Icons
Notes Modfiedby: 4] System Operstor
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2. Next, go to Setup. Specify an identification. Click Apply.

External System item 2 - Properties

General External System:
Ewvent Response
Alarm Instructions
Status and Cverrides
Alarm Transmission
Setup

Trigger — OQutputs
Trigger — Events
Reflected Qutputs
Cameras

Icons

MNotes

Identification:

Access Zone:

Configuration

X
- None Selected - ~
- None Selected -- v
Cox ] con

3. Drag and drop cameras into the cameras section. This associates the camera with the Gallagher

software. Click OK and Apply.

o

= 4§ Cathesas DVR System 1
#_ cameral

off Edemal System item 1
J

External System Item 2 - Properties

General Cameras:

Event Response
Alarm Instructions
Status and Overrides
Alarm Transmission
Setup

Trigger — Outputs
Trigger - Events
Reflected Outputs
Cameras

Name

- cameral

Tcons
Notes

4. Next, File / Server Properties / Web services.

005-202011060-280 Rev 03

ook cace | [y ]

@ Gallagher Configurat

[Fie] Monitor Manage

‘ Log off

(L) Server Properties |
Backup

;.‘ Archives

| e

4 September 2023
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5. This is where the user can un-check “Do not require pinned client certificates”.

General [[JEnable Mobile Client Web Services

Ucwwing Server Base Port: 8901 Device Identification: |TLS Chent Certficate
Event Prionibes e

Aeym Flooding Data Port: Stopped

Alarm Zone States

Event Defauits

Alarm Instruction Defauits

Alarm Transmission [ Enable REST APT

Alarm Notes ServerBasePort: 8904 | [[] Do not require pinned chent certificates
Operator Defaults Status:

User Codes Data Port: Running on 8904
Device Identification: API Key only

4.4 Create PEM File for Windows

1. Change filetype to PEM file. Note: this is only required ON WINDOWS. Go to website /
https://wiki.openssl.org/index.php/Binaries

€ X @ wkiopenssiorg/indexphp/Sinaries  ® s 3

R solioggedn ek contibotons R ogn
poge AnCURSOn et nhedory

OPGISSL Binaries

Some people have offered to provide OpenSSL binary distributions for selocted operating systems. The condition %o get a link hore is that the link is stable and can
provide continued support for OpenSSL for a while.

Note: many Linux di i come with pr OpenSSL Those are already well-known among the users of said distributions, and will therefore
naviganion not be mentioned here. I you are such 4 user, we ask you (o gel in touch with your distributor first, This service m primatily for operating systems whaere there are
« Main pege no pre-compiled OpenSSL packages.

* Hacent changns

Important Disclaimer: The Asting of these third party products does not impiy any endorsement by the OpenSSL project, and these organizations are not affiiated
* Hancom page i

in any way with OpenSSL other than by the reference Io their independent web sites here. In any or to any of these organizations
Sty 1| wilinot be known f, seen by, or in any wey benefit the OpenSSL project.
search Use these OpenSSL derived products at your own risk; these products have not been evaluated or tested by the OpenSSL project.
Go  Search
Third Party OpenSSL Related Binary Distributions
L3 Product ¢ Description 0 URL °
* Whial ks hery OpenSSL 2 ; : < : 1
» Rulglod chismpuy for Works with MSVC++, Buildor 3/4/5, and MinGW. Comes in form of self-instail d % - set o )
hut e f TN SILe] duacts Wi 1“ )ﬂﬁ nSSE il
» Specal pages Wi executables,
= Printable version ®
» Pamanent Ink OpenSSL  Pre-compiied Win32/64 ibraries without external dependences 1o the
= Page miormadon for Microsoft Visual Studio Runtime DLLs, except for the system provided httpsdlindy tulgan.com/SSU (¥
Windows msvort.dil
L
OpenSSL | Roproducibla 1,1.x builds with atost MnGW-w64/GCC, 32/64:51, ,
for " iclibs and hups:ibatray.com/vszakats/genericiopenss! @
Windows t
z{"‘;’tfn'; Versions for Solaris 2.5 - 11 SPARC and X86 it Siwww unixpackages. com’ &
or Pre-compiled packages at conan.io package manager:
. Windows x86/x86_64 (Visual Studio 10, 12, 14, 15) hups:iwww.conan io (9
464849567 hitns /hntrav com/conan-
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2. Go to first link:

URL L

iF s al T . AT T i &1 iry £
hiltpssipr ol o, produeclis vy iind SUpeiool Irml &

3. Scroll down and select software for relevant Windows version (for example, 32-bit or 64-bit) / download.
Install this software.

..';'I"I'-W'.“ ',:Zk- |5§[ v 11 108 A'._"I' 'E |"[-‘.’.‘|”.’.

EXE | MSI (axpanmanial)

4. Create a file in the C drive. Create a folder called certs.

5. Open the command prompt to being the converting process.

6. Open from the bin file of the software:

Cpen command prompt and change into the OpenS5Libin directory: cd
%homedrived\OpensS5Libin

B Cormmand Frompl

7. Run the following command to convert the PFX file to an unencrypted PEM file:
(all in one line): openssl pkesl2 -in c\certs\yourcert.pfx -out

cheerts\cag.pem -nodes

005-202011060-280 Rev 03 4 September 2023 22
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8. Paste the command.

BN Command Prompt - O X

Microsoft Windows [Version 10.0.18363.657]
(c) 2019 Microsoft Corporation. All rights reserved.

C: \Users\Dom>cd C:\OpenSSL-Win64\bin

C:\OpensSL-Wine4\bin>openssl pkesl2 -in c:\certs\gert3.pfx -out c:\certs\certs3.pem -nodes

9. Change the name of the certificate that is added. Change the filename back to the name saved for the
certificate file.

10. Change the certificate name in the PEM file:

11. Hit Enter and enter the password for that file.

12. Go into certificates. The PEM file will be there.

Note: this is only for Windows, and is not required on Ubuntu.

005-202011060-280 Rev 03 4 September 2023
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4.5 Adding the Gallagher Event Injector in CathexisVision

1. Select the Gallagher Event Injector driver.

MNews intagration device
Select a driver

F5E alarm pansd -
GFE Gekko Fire System

L_,.:ll.;u\_\.- alarm pancl

Galaey alarm panel (legacy)

Culn e

Gallagheer evenl inpeclos

Genesic

G wvithess PIT

Home Bargains POS

155 Secur()5 | PR

lloveo weighbridge [SA54) v

Nt LCancal

2. Add the IP address of the unit that the Gallagher software is on.

= Mew integration devire
Configure the device

Heare

Connedion

IV adidrect

Porl B304

Satlinge
NWR user
ML passwinnd o
MR event ot 1O
I gy
Leriflcate file ( pem)
Corificie password

3. The port number can remain as default.

Note: Details for admin username and password are for Cathexis Software. The APl key can be found on

Res client 3 (see setup section). Add the location of the PEM file.

(Example: C:\Users\domain\Desktop\cert.pem). Enter the password of this particular file.

005-202011060-280 Rev 03 4 September 2023
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4.6 Events

This section demonstrates how events are sent to the Gallagher unit.

Servers =

% DOMS-W10-UNIT2 - Cameras

v BIDOMS W10-UNIT2 (MASTER) ||
-
©Video analytics

Camera

Fi' #8060 st

1. Access the Event tab.

Servers

192.168.7.32

% DOMS-W10-UNIT2 - Events

v BIDOMS W10-UNTT2 (MASTER) || nurme
-

‘Semac
| Event

Fi' @80 sk

Triggers

fireishappening @ Light

 Semac
* button

Actions
£ Call New b ti

Databases Schedule

o Email de
% Call New base-station
% Call Gall

B evom |

Edit Event F
vt 4
Generdl  Trggers  Adions  Resouroes.
vame S |
Description 2] Button has been pressed| @
Schedule == Always s [
rioty A Medium -

005-202011060-280 Rev 03
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Note: The description has three sections. The first, External Event O, refers to the object type in the
Cathexis integration device (see point 1 in section 4.7 below). The second, External System Item 2 or
Camera name, refers to the system item or camera that is on the Gallagher unit. (See section 3.4.1)

The first two segments must be set up on the Gallagher end and must be laid out as shown in the example
below (ensuring that there are no spaces on either side of the first vertical bar, and no space before the
second vertical bar). The third section, in this instance ‘button has been pressed’, is the alert Gallagher will
receive. The user can change this as desired.

External Event 0| External System Item 2| Button has been pressed
External Event 0| Camera name|Cam button pressed
3. Adjust trigger settings as desired.

L] =
we Ewent [m] ot

Edit Event
Event

General Triggers Actions Riscurces
Use sfangiard frigawrs to trigger the event

Pefa ans i aoy of the following &e tiug
Desoription © e
R bartton is high Edit
Dedete

1 item

[ Onty trigger event when

Co ] o
4. Set Actions.
2 Event [m} X
Edit Event
Ewérit
General Triggers Actions B ouiros
Description @ e
=] Call Gall Edit
Dedete
I itesmy
[ ] oo
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5. Set base-station settings.

{23 Call base-station 0 X
Call base-station -
Configure base-stations to call 4

Call base-station Al preview Advanced
First try Gd b .
then try - select base-station -~ v 2
then try - select base-station ~ »
then try - select base-station -~ + P
[] Send resource information (cameras and audio)

T ] o

6. These are the base-station details required. The name and IP address may be changed. Click OK.

Eled.. O

Edit Gall -
Edit Gall settings

Name 'Gall
Refer to note below.

Type API ~ /

/

Address 1127.0.0.1
Port 10000
User admin
Password ' admin

[oc ] conce

Note:

i«

e The 127.0.0.1 IP address is used on the server on which the licensed Gallagher Event integration is
configured.

e All other site servers must have the IP address of the server on which the Gallagher Event integration
is configured. This configuration requires a single Gallagher Event license.

e Every server for which the local 127.0.0.1 IP address is configured will require a separate Gallagher
Event license.
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4.7 Event Priority

1. Event priority may be changed. First, go to Integration devices.

/% Servers % DOMS-W10-UNIT2 - Integration devices
‘ 19 v BDOMS-W10-UNIT2 (MASTER) Devices
i ® Cameras o
B ©Video anal 1D Name Driver Enabled
ey HDatabases Paxto_n access control

.o} Emuo er event

@ 21 Scheduled recordings Sermac Semac Access Control
| £ Motion recordings 4 moro Impro Portal

: B #scheduled archives keori Kaoti Systems access control X
‘ FEvents
E [=IMonitors
< gkooe:;dms Configuration of 'Rest 3'
- g Tech alarms
& ®Virtual inputs Object configuration  Object properties  Device events  Object groups  General
LKeyboards Object type  # Al objedts v
Siicense plate recognition —_— =
@ Integration devices | Type ] Name Cameras Object groups
Bnalogue matrix #  Communication chonnel _default_ Default
#*  Diagnostic Diagnostic Diagnostic
#  External event type 4000 External Event 0
#  Extornal event type 4001 External Event 1
#F  External event type 4002 External Event 2
#  External event type 4003 External Event 3
#  External event type 4004 External Event 4

o 7 cmen
3. Adjust Event Settings.

Servers g DOMS-W10-UNIT2 - Integration devices
v EIDOMS-W10-UNIT2 (MASTER) | Devices

1)
é © Cameras D Name Driver Enabled

Semac Access Control

mnpro Imgiro Portal

Lol
B { xon Ko Systermns acoess control X
—

S Access rights Configuration of 'Rest 3'

:;'ﬁm:m Object configuration  Object properties  Device events  Object groups  General
ZKeyboards Integration database |-~ integration database not supported -~
EiLicense plate recognition

@ Integration devices | Configure integration dmblml

i Analogue matrix g - fova_aad —
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38 stehame O B steName

% DOMS-W10-UNIT2 - Events

v BDOMS-W10-UNIT2 (MASTER) i 9
2 PO Name Tiggers Actions

fireishappening # Light

£Motion recordings
Zischeduled archives
FEvents

“iManitors

®Virtual inputs.
LKeyboards
SiLicense plate recognition

&' 8O &

@ Integration devices
# Analogue matrix

) Event

Edit Event
Event

i Call New base-station, ‘s Email dominiques@cat.coza -
5 Call New base-station

- -Nwm

General  Triggers  Adions  Resources
Name Event ]
Deseription | 2] Button hat been pressed| &
Schedule  m—Always = O

Pririty laf!-HecMm VJ

N
& Medium
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Note that this app-note was created specifically to deal with this integration. For more information, please
consult the Cathexis website (cathexisvideo.com), contact support@cathexisvideo.com, or consult the
relevant product manufacturer.

A NOTE ON CAMERA CHANNELS

The CathexisVision software packages have limits on camera channels. A multi-sensor camera is physically
a single device (camera) but it requires a camera channel for each one of the internal cameras. The same
applies to an encoder: a 16-channel encoder will account for 16 camera channels on the CathexisVision
software, even though it is a single device. Even when a camera or device only uses a single IP license, the
camera channel limit will still apply.

USEFUL LINKS

To view tutorial videos on CathexisVision setup, visit https://cathexisvideo.com/resources/videos

Find answers to Cathexis Frequently Asked Questions: https.//cathexis.crisp.help/en/?1557129162258
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